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Meet the presenter

Roberto Endrizzi

I'm a 44-year-old, climbing enthusiast living in the Alps.

With two decades of experience in IT, now leading the IT
department for Dedagroup ICT Network's international

division.

Let's break barriers, create wonders, and set the IT world

ablaze!
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M World's Biggest Data Breaches in the Last 5 years
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Equifax (Sad) Story
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Why does a hacker do this...?

DATA=%$%$%
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How much is personal data worth on the dark web?

Personal data: from 40 cents to $8

Credit card details: from 5 cents to $16
Driver's license scan: from 4 cents to $21
Clinical records: from 84 cents to $25
Bank account: from 1 to 10% of the value



)

AN

‘ What does this Teach Us?

* Robust and updated security systems

 Education is key
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What we already have — Rapid/

Overview Security Operations Activity
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Last 28 days

We don't see any data for IDS at this time.

1f you are a new customes, this may be normal while we analyze
your network.

All our assets under monitoring
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cpreston =
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cpreston@peachstatefcu.org =
Mast Recent Ingrese Jun £, 2023 11:3203 AM
jeanne+conley =
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dittles =

Mast Recent Ingrese: Jun 8, 2023 11:31:12 AM

More

Virus Alerts
Last 7 days

We don't see any data for Virus Alerts at this time.

f you are & new customer, this may be normal while we nalyze
your network.
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What we already have — Rapid/
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¢ | Investigations g gent Log Arcnives L settings v
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Oniine (352) ()
Priority Level Clear High psysmond2 10225025 33120 centos Linux 7 poollctD.eplin.com-FWl 20230608 T134115+0200
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Incident Management Response Team 24/7
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What we already have - Cloudflare

Requests

95.67M

NS N

NN

'@ Print report Download data b

Previous 30 days

Traffic for cue-branch.com

dd filter

Data transfer

1.82 TB

W e W N N
A

Page views
12.9M

— —— e -
TN s oy e

Visits
4.25M

T N

APl requests

1.27TM
e N N D\

Mew You're using our new Web Traffic
analytics.

Requests summary
An HTTP request. A typical page view requires many requests.

All Referer Host Country Path Edge status code

® Total requests

95.67M

45M

ra L
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Fequests
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1.5M

Thu 11 Sat13 Mon 15 Wed 17 Fri12 Sun21 Tue23 Thu2S 5at27 Mon 28 Wed 3lun
Time (local)

5at03 Mon 05 Wed 07

95 million requests on our Online System

Requests by source

Referers

Hosts

www.cue-branch.com [}?

cue-branch.com

ue-branch.c

demo.cue-branch.com
cue-branch.com:2085

cue-branch.com:2082

Source operating systems
Unknown

Windows

i0s

Android

MacOsx
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Jfavicon.ico

Source browsers
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MobileSafari
Chrome
ChromeMobile

Edge
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Desktop
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What we already have - Cloudflare

Threats Previous 30 days ,.] Threats by Country [ SN _]
“h
Threats
Total Threats Top Country Top Threat Type
Previous 30 days Previous 30 days Previous 30 days
81.87k DE Bad browser
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We have blocked 81K attacks in the last 30 days
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© Mapbox ® OpenStreetiap Improve this map
Top Threat Countries / Regions Top Crawlers / Bots
Previous 24 hours Previous 24 hours
Country / Region Requests Crawler/Bot Pages Crawled
Germany 477 Google 316
Mesxico 191 applebot 19
France 180 Help p
Italy 157
Singapore T3
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NEW Cloudflare functionality

© Add filter + Create custom rule Previous 30 days » Insights
39.16k not mitigated requests scored as attack
. iti i Filt:
HTTP requests  Attack analysis 489.24k not mitigated requests scored as likely attack
350.56k requests with a non-Mozilla-compatible user
agent
Total ® Likely clean ® Likely attack ® Clean @ Attack Mot scored
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M Bot analysis @ ~
500k
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let's block “anything” that pretends to be a human
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What we have NEW - InsighVM
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(| Goals and SLAs

Assets with Agents by Operating System Assessed Assets vs Risk Score Asset Assessment
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< =
5 450 15m @
g
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Name b pssets Status
150 5m
d Feb M Al M; J
Expand Card » o ) o i i o Expand Card » Assets without rapid7 agent installed m Not Compliant
Ensure credential success 857 Not Compliant
Assets Running Obsolete Assets by Operating System Newly Discovered Assets Assets by Authentication
e A Remediate 90% of criticals at quarterlies 265 o AtRisk
of my assets are running the Cent0S Operating System
i of my assets had failed logins Remediate all AS400 vulnerabilfies 3 Not Compliant
T ’] ’I Remediate all crifical vulnerabiliies within 30 days 265 Not Compliant
< Assets Remediate all Windows update critical vulnerabilities at quarteries 108 o MRisk
100 ’
Newly Discovered
2 % Remediate Microsaft Patch Tuesday vuinerabilities m Not Compliant
) 0
of assets running obsolete 0S Cem0S  Microsoh  Cisco Linux VMware Oracle Other Unknown
Remove Obsolete 05 142 Not Met

vulnerability management platform integrated within our suite

S
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Some suggestions for you

* Protect from phishing

« Social engineering

- Keep your passwords safe

* Mobile device security tips
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Protect from phishing

A good antivirus
2FA wherever you can

Training, training, and training!
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username

password

KnowBe4




‘ Social engineering

0 1

5
1

e Be aware

o
=]
Q0 =

* Verify ldentity
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=T = e o =
(=1 = =S}

* Protect your information online

o =

Company culture
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‘ Keep your passwords

« Use unique and strong passwords
« Change Passwords Regularly

- Keep your passwords in a safe place
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M

Mobile device security tips

Phone lock & encrypt the content
Use only official store & keep updated

Antivirus
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Norton / Bitdefender / McAfee

Mobile Security suites




Don't click on the unknown links! Thank you
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